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MyKOTRONX

MYK-78
ENCRYPTION/DECRYPTION DEVICE

B Supports Four Government DES M Performs Complete Algorithm
Operating Modes Checks On Request
— 64-Bit Electronic Code Book M On-Chip Initialization Vector (IV)
(ECB) Generator
— 64-Bit Cipher Block Chaining M Automatic Crypto Variable (CV)
(CBC) Verification After Load
— 8/16/32/64 Bit Cipher Feedback

B Supports Clock Frequencies o

(CFB) 8 MHz

— 64-Bit OQutput Feedback (OFB) M 28-Pin PLCC Package

B Advanced Security Features
H TTL Compatible, Low-Power,

B Automatic Built-In Self Test (BIST) 1-micron, 2-Layer Metal Bulk CMOS
After Reset Insures High Reliability

The MYK-78 uses a Government Type | algorithm to encrypt and decrypt data under control of a microprocessor in
the target system, which is referred to as the Control Processor (CP). The MYK-78 operates in one of four DES
encryption/decryption modes, as setected by the CP. The MYK-78 insures the integrity of the crypto-algorithm using
Built In Self Test (BIST)} and off-line logic integrity checks. S-Box, check word, and crypto-variable {CV) parity tests
are performed using a single algorithm test approach.
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FUNCTIONAL DESCRIPTION

ENCRYPTION/DECRYPTION FUNCTION

The MYK-78 operates as a peripheral device to a contral
processor o encrypt or decrypt 8-bit bytes of data using
a command strobe format The MYK-78 accepis 16
commands via a four-bit command bus. These com-
mands are used to configure the device, perform various
security checks, process data, and monitor the status of
the algorithm/device. The command sequence is restric-
tive. For security reasons, the MYK-78 rejects com-
mands that are not submitted in the correct sequence.

During operation, a four bit commarnd is strobed into the
CP interface portion of the device. If the desired process
requires a data input, one or more data bytes are then
strobed into appropriate data registers. Depending on
the command, the process is execuled. If the process
produces data, an appropriate command is used to read
the data.

After the MYK-78 has been configured and security
checks have been performed, encryption/decryption
consists of repetitively writing input data and reading
output data according to the selected DES mode. Dunng
multi-byte encryplion/decryption process modes, an en-
cryption ar decryption command is issued and then the
required number of data bytes are strobed in. After the
last byte is input, the encryplion/decryption process auto-
matically begins. At the end of the process, the CP is
notified, a read command is issued, the required number
of data bytes are read out and the cycle repeats.

DATA BUS BUFFER

This is an eight-bit, bi-directional, tri state buffer that
transfers CP data to and from the MYK-78 algodthm. The

buffer is controlled by the controller.

CONTROLLER

The controller contains command decoding legic, regis-
ters and control logic. It functions as a penpheral inter-
face circuit, controlling the transfer of data between the
CP and the MYK-78 and controlling the operation of the
MYK-78 based on commands provided by the CP.

The CS and MR inputs control the overall state of the
MYK-78. Command bits Co through Caencode one of 16
commands. The controller latches these command bits
using the STB input. The command bits are then de-
coded by the controller to determine the content of the
command. Based on the decoded command, the con-
troller establishes operating modes and controls the
transfer of paraliel data between the data bus buffer, the
algorithm, the seif test logic and intemal registers and
between the data buffer and the CP. The IBE output is
provided by the controller for use by the CP in controlling
the input of data t© the data bus buffer. The OBF output
is provided by the controller to indicate the cutput of data
from the data bus buffer to the CP. The BUSY output
notifies the CP when the MYK-78 is processing a com-
mand. During initalization, the RgRS output notifies the
CP that a random seed input is required as the next
initialization step.

The controller alse controls the intemai oscillator, ena-
bling it during required processing sequences and dis-
abling it when it is not required.

MYK-78
ALGCRITHM

——® STPASS

DATA
D0-D7 < BUS
BUFFEA
¢co-¢a §
m CONTROLLER
cs

SELF TEST
LOGIC
~=~¥» ERROR

=
Q

—» |3E

INTEANAL
QOSCH.LATOR

HSC = » CLK

» OBF

Figure 1. MYK-78 Simptified Block Diagram
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ALGORITHM

The MYK-78 encrypts and decrypts data in one of the
following DES modes:

¢ G4-Bit Electronic Codebook {ECB],
& 8/16/32/64 Bit Cipher Feedback (CFB),
» 64-Bit Cipher Block Chaining {CBC) and

® 64-Bit Cutput Feedback {OFB).

Refer to FIPS-PUB 81 for a detailed description of these
DES modes of operation.

SELF TEST LOGIC

This logic operates with the algorithm to verify the integ-
rity of the CV after it is transferred from the CP, to test
the CV check word and to checK for errors during opera-
tion. The self test logic can also be commanded to check
itself to ensure that pass indications produced during
normal self testing are valid. The self test logic provides
two outputs to the CP (STPASS and ERRCR) to indicate
the result of testing and provides detatled test data o
status and alammn registers in the controlier.

INTERNAL OSCILLATOR

The intemal delay oscillator is turned on either by the
controller or by over-driving the feedback node with an
external clock input on the HSC pin. The internal oscilla-
toris active only during the encryption, decryption, initiali-
zation vector generation, self-test, algorithm tests and
check word generation. When the oscillator is off, the
HSC cutputis intemally set to Vpp. The center frequency
of the oscillatoris 15 MHz. if the HSC pin is not overdriven
and a capacitor is not connected, the HSC is an output
and can be used by the CP for synchronization.

SECURITY FEATURES

There are four major security features embodied in the
MYK-78:

® Self Test,

¢ CV Write Only Feature,

CV Check Word Testing,

e |nital Vector (V) Generation

SELF TEST

The self test achieves a fault grade of approximately S0%
or better of the algorithm logic functions, depending on
the crypto-variable and check word combination. The
self test verifies proper operation of the control timing,
CV transfers, algorithm testing and check word storage
and comparison.

The MYK-78 powers-up using its own default CV and |V,
A BIST starts after aresetis released and completes with

a PASS or FAIL indicater showing the fest result. The
test pattern, CV and [V are chosen for the highest

1-3

possible fault coverage. During the power up BIST, no
data exits the MYK-78.

CV WRITE ONLY FEATURE
Once the CV has been loaded, it cannct be read.

CV CHECK WORD TESTING

The integrity of the CV is verified after a CV is transterred
from the CP. The CV is transferred along with a 24 bit
check word that is stored on the chip. The checkword is
computed using the algorithm and the CV. The resuiting
value is then compared to the stored 24-bit check word
that was loaded with the CV. In this way, the CV and the
algorithm create a signature that shoutd match the check
word. This test also verifies the control timing since the
test mode timing is the same as the operational mode
iming except that the input plain text is a known pattern.
A single error will set the error fiag, disable the device
outputs and inhibit normal algorithm operation. To re-
sume normal operation, the CP must read out the signa-
ture and enter a CV with the correct check word,

IV GENERATION

The bits in the input register at the beginning of an
encrypticn process are defined as the tV. To protect the
key varable from crypto analysis, FIPS 140/FED-STD-
1027 requires that the 1V be derived from & random or
pseudo-randem source and that a new IV be used for
each new transmission.

The MYK-78 has a new feature not found in current DES
chips. A command can be issued that causes the MYK-
78 to generate its own random [V based on a single input
random seed and provide that [V o the target system.
Their is no limit o the number of initial vectors that can
be generated based on a single random seed load.
However, if the random seed is zeroized, a new seed

value is requested (using the RqRS cutput).

The |V is generated by the MYK-78 device based on the
supplied random seed. The random seed is generated
by the CP by any means deemed adequate per the FED
Standard. The random seed is loaded only once aftera
reset or a power-up state. The MYK-78 generates a new
|V in response o a specific command. The 1V is com-

puted within 650 high speed clocks. The new IV is read
outin response to another command from the CP.

OPERATING STATES

The MYK-78 operates in one of five states. These states
are illustrated in Figure 2. The MYK-78 changes its
operating state as a result of a reset, a valid command,
or upon the completion of a process. See the COMMAND
DEFINITION section below for a complete description of
MYK-78 commands.

INITIALIZATION

The initialization stats is entered when power is first
applied or when the RESET inputgoes low. As shown in
Figure 3, the MYK-78 first performs a BIST and then
wails for the correct command from the CP. The MYK-78
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A

POWER ON OR RESET

COMMAND
RECEIVED

PROCESS
COMPLETE

Figure 2. General State Diagram

must receive a series of commands in the proper order
in order to successfuily complete initialization and transit
o the idle state. During initialization, the MYK-78 must

first receive a random seed (RS) command, which inputs
the random seed to the MYK-78. Next, the CP must
provide a configuration word to the MYK-78 to establish
the DES mode and testing options. Finally, the CP must
provide the CV. The MYK-78 then tests the CV and check
word and, if the test passes, enters the IDLE state. If an
error occurs, the MYK-78 notifies the CP using the
ERROR flag. Note thatthe CP can obtain detailed status
information from the MYK-78 at any time during initiali-
zation. If other commands are issued by the CP or the
sequence of the above commands is incorrect, an error
will occur {as indicated by the ERROR flag).

IDLE

In the idle state, the MYK-78 simply waits for a command
as shown in Figure 4, When a command is recaived, the
MYK-78 enters the process state.

PROCESS

It the process state, the MYK-78 takes the action speci-
fied by the command. Figure 3 shows the fiow for various
commands and actions. It the command requires that
data be transferred, the MYK-78 enters the write or read

1-4

state, transfers a specified number of bytes and returns
to the process state. When processing is complete, the
MYK-78 returns to the idle state.

REGISTERS

The MYK-78 contains three registers. These registers
are accessed by the CP to configure and test the device
and to obtain status. These include a Configuration
register, a Status register and a TestV/Alarm register.

CONFIGURATION REGISTER

During initialization, this register is written by the CP
using the WRITE CONFIGURATION REGISTER com-
mand to set-up the MYK-78 for modes of operation.

D7 D6 DS Da D3 D2 D1 Do

WIiW|W|W

N

wWIiWw

Not Used 7

ABRMCY

wW(Ww

Not Used

Not Used

ARMCV
Ty

ARM iV LOAD

In order to load 1V data into the MYK-78 while itis in the
idie state, aWRITE CONFIGURATION REGISTER com-
mand must first be sent to set the ARM 1V LOAD bit high
ang then a WRITE IV command must be sent. When the
WRITE IV command is received, the ARM IV LOAD bit
Is auntomatically setlow. if, while the MYK-/8 is in the idle
state, a WRITE IV command is received when the ARM
IV LOAD bit is low or if a another command s received
when the ARM |V LOAD bit is high, the MYK-78 will
Indicate an error.

ARM CV LOAD

In order 1o [cad CV data into the MYK-78 while it is in the
idle siate, aWRITE CONFIGURATION REGISTER com-
mand must first be sentto setthe ARM CV LOAD bit high
and then a WRITE CV command must be sent. When
the WRITE CVcommandisreceived, the ARM CV LOAD
bit is automatically set fow. If, while the MYK-78 is in the
idle state, a WRITE CV command is received when the
ARM CV LOAD bit is low or if a another command 1s
received when the ARM CV LOAD bit is high, the MYK-

78 will indicate an error.

MODE SELECT
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Power On of RESET

]
[ ]

a9 l SELF TEST FAL® |

yas

[Sat STPASS high: sot ARS high: set ERROR low

Commang no

Raceived?

-]

Read Stalus
of TeatlAlarm
command?

‘ READ oUTPUT" _]

I INVALID COMMAND*" |

ho T

Rgndom Sead
command?

l WRITE DATA" I

Command
Recolyad?

no

I READ QUTPUT* J

nead Status
o TestYAlarm
command?

o

r IRVALID CONMAND** I

na t

Configusation
Word command ?

I

l WRITE DATA® ]

Command

no

Received?

READ QUTPUT® J

ReadStatus

yus

|

or tast/Alarm
command?

I INYALID COMMAND*

Write CY no

i

Command?

WRITE DATA"

' Sat EHROR low l

l

I | Tast CV with Checkword 1

I Set ERROR high

I Sel ERRCR [ow |

l

IDLE
(SEE FIGURE &)

* Soe Figira 5 lor processing fow charts

* Whaen & invetid command is recsived, e ERROR outputis sethigh, bt 5 of the

TestAlarm registes is sethigh andt the MYK-78 wals Kx tha correct command.

Whea & valid cammand is receved, he ERRCR cutpat end bit S of the regicter

e rasqat

Figure 3. Initialization State Flow Chart



MYK-78

IDLE

Command no

' e SAYE CURRENT STATE"
Recaived?
yos
yas ‘
Command 07 ENCRYPT BLOCK® ll o WRITE CVv*
no
yoe ‘
WAITE IV WORD" i »le { GENERATE tv*
na
yas 1
{NYALIS COMMAND* E > : READ DATA*
no
Command 32 LOAD CONFIGURATION® } ant I RESET" "
] -]
yes f
Commend 4? READ DATA® | e INVALID COMMAND""
no
yos
o DECRYPT BLOCK® } »te— {|  werteoatac
na
yes f wo—
Command 62 INVALID COMMAND™ I = E INYALID COMMAND**

no

yes
Command 77

Q

yos

n
no
0

yos
Command 37

n

yos
Command A?

ny

yos
Command B?

AD

yes
Command C7?

o

yes
Ccmmand 0?

Ao

% )'ﬂs
Command E£7

— LE)
f IEST I Command F |

See Figure 5 for processing flow charts.

When an invaiid command is received, tha ERAROR output s sat high, bit 5 of the
TesUVAlerm ragister is sat high gnd the MYK-78 returns 10 the idle slate. When e

velid command is subsequently received, the ERAOR output and bit § of the
regisier pre rasel

v Soe F[gu;‘ 3 for p{ocos&lng fiow chant.

Figure 4. ldle State Flow Chart
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WRITE DATA

WRITE CV

Yos

I Writa one byls

Y&s

RETURN

no

ﬁ.l

| WRITE DATA I

|

Sel bit 7 of Status Word low and
co! bit 6 of TestAlarm Word low

!

l Set ERROR low I

l

rTesl CV with Checkword J

no

| Set ERROR high I

!

Set bit 7 of Status Word high and |
sat bit & of Test/Alarm Word high

no

Read Statis yee

o Test/Alam
command?

COMMAND ERRCR |——'

RETURN

NOTE: Al any lime, setling MR low or sendirg a RESET command wili causa Lhe MYK-78 lo resé! (ses Figure 3).

WRITE i¥

}
l WHITE DATA_—J

l

RETURN

SELF TEST FAIL

I I Status Word, sel bit 3
low and bit 7 high

Set bit 7 of Tesl/Alam
Word high

:

I Set ERACR low I

Read Stalus
or Test/Alam
command?

no

READ QUTPUT

w

Figure 5. Processing, Read and Write Flow Chart (Sheet 1 of 3}
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ENCRYPT BLOCK OR DECRYPT BLOCK
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WRITE DATA I

!
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L Process Data '
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yes
L Sat BUSY low I

Command no
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I COMMAND ERROR |

READ QUTPUT |

F §
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Command?
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Process
Command”?
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RETURN

GENERATE ¥
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.
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COMMAND ERROR I——
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SAVE STATE
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o
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o
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Road Cutput
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Figure 5. Processing, Head and Write Flow Chart (Sheet 2 of 3)
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TEST

l

[ WRITE DATA I

Bit 2 of
Tast’Alarm Word
high?

Bit 3 of
Test’Alarm Word
high?

~— RETURN

yos yos

¥ — . 4
LPerform Solf Teatl Fad Test ] Petlorm CV Faii Test

I Resel bil 3 of Test/Alarm word I Rasetbet 2 of TeslrAlarm word

s

nc

[ Set ERAOR hegh l

)

I Wrile TosVAax™ recpsler with results

|

COMMAND ERROR

!

| Set ERAOR high

T

l Sot bit S of Test:Alarm Weord high ]

'

RETURN
{The ERROR wulptst and tat 5 of the
Tos tAlam register wil be teset
whon a vald command ts roceived)

Figure 5. Processing, Read and Write Flow Chart (Sheel 3 of 3)
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The mode select bits select the DES encryption/decryp-
tion mode as follows:

Bit

Maode

ECB-64 bit
CBC-64 bit
QOFB-64 bit
CFB-64 bit
CFE-32 bit
1 {CFB-16 bit
0 | CFB-8 hit

1 | Not used

O = |O = |C|MN

—t == e OO OO | A

—_ = OO | | = OO | W

Refer to FIPS PUB 81 for a detailed description of the
DES modes of operation.

STATUS REGISTER

This register is written by the CP using the READ
STATUS REGISTER command to obtain the status of
the MYK-78.

07 bDe D5 D4 D3 D2 Dt Do

RRRRRR'RH

ERROR // \\ IBE
RSREQ OBF

E/D BUSY
ST PASS
Not Used
EHROR

This bit is set high when a fallure occurs during the BIST,
during an operational test or during a CV test (see the
CV TEST section below). This bit is cleared by resetling
the MYK-78 or by re-loading the CV. The ERROR bit will
also be sethigh ifaninvalid command is received. In this
case, the ERROR bit will be cleared when the comect
command is received. To obtain the specific error status,

use the READ TEST/ALARM REGISTER command.
RSREQ

This bitis set high after power up or reset to request the
random seed from the CP {simifar to the RqRS output).
After the random seed has been successfully [caded, this
bit is set {ow.

E/D

This bit indicates the encrypt/decrypt status MYK-78.
When the START ENCRYPT BLOCK command is re-
ceived, this bit goes high. When the START DECRYPT
BLOCK command is received, this bit goes low. This bit
defaults [ow on power up or reset.

ST PASS

This bit goes low when power is applied or when a reset
occurs. Dunng power up or reset, this bit goes high and
the STPASS flag output goes high if the BIST passes.

BUSY

This bit goes high whenaver the MYK-78 is processing
datg, lecading a CV or performing a self test. This bit also
goes high if an alarm condition occurs. This bitis low at

all other imes.

OBF

This bit goes high when the output data buffer is full and
ready tc be read cut After the buffer is read out, this bit
resets to low. The default state is low.

IBE

This bit goes high when the input data buffer is empty or
does not contain the specified number of bytes during a
write operation. This bit goes low when inputbuffer is full,
The default state is a low.

TEST/ALARM REGISTER

This register allows the CP 1o specify certain tests and
to check for specific errors. Bits 7 through 5 are read-only
and contain specific error flags which are set when a
error occurs {as indicated when bit 7 of the Status
register goes high). These bits are read using the READ
TEST/ALARM REGISTER command. Bits 3 and 2 are
write-only and allow the CP o define the test ortests to
be performed. These bits are written using the WRITE
TEST/ALARM REGISTER command. Bits 4, 1 and O are
not used.

D7 D6 D5 D4 D3 DBz D1 DO

R|IR|R|R|W|W|WIW

ST ERROR 7 Y‘ Not Used

CV ERROR Not Used
CMD ERRCR CV FAIL
TEST
ST FAIL
ST ERROR

This bit goes high when a BIST fails during initialization.
This bitis cleared when reset cccurs, when a WRITE CV
command is received orwhen athe IV or CVisreloaded.

CV ERROR

This bit goes high when an error occurs during the CV
test (see the CV TEST section below). This bit is cleared
when the WRITE CV command is received. The defauit
state of this Dit is low.

CMD ERROR

This bitgoes high if aniliegal command is received. Once
the error Is detected, the MYK-78 halts until the correct

1-10
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command is senl. This bit goes low again when the
correct command is received by the MYK-78.

ST FAIL TEST

This btt is written by the CP vsing the WRITE
TEST/ALARM REGISTER command. This command
must alsc be written twice. if this bit Is high, a self-test
cycle is started and an error is injected in the algorithm.
This test verifies that the ST TEST compare test fogic is
not stuck in the PASS state. If this test passes, bit 7 of
this register (ST ERROR) goes high just as if an actual
failure had occurred. If bit 7 remains low, this test has
failed. The CV or IVis not altered during this test. To clear
the simulated error condition, reset the chip.

CV FAIL TEST

This bit is written by the CP using the WRITE
TEST/ALARM REGISTER command. This command
must also be written twice. If this bit is high, a self-test
cycle is started and an error is injected in the CV. This
test verifies that the CV check word compare logic is not
stuck in the PASS state. If this test passes, bit 6 of this
register {CV ERROR) goes high just as if an actual failure
had occuired. If bit 6 remains low, this test has failed. To
clear the simulated error condition, issue the WRITE CV
command.

DEVICE COMMANDS

COMMAND DECODING
Bit State

Function

O
oy
O
I\
O
X

Start Encryp! Block

Write [V

Notused

Write Configuration Register
Read Status Register
Start Decrypt Block

Read Output

Save Current State

Write CV

Generate |V

Read TestVAlarm Register
Reset

wla oo~ =l |lo
m~lo|(=|lo|l=lolalo

ot Jedh [k = O Q1O QIO O | OO
O O |O (O ||t |k [ | {IDIO|O

— - OO
—_— L = O

Terminate Encrypt/Decrypt
Process

Restore Saved State
Write Random Seed
Write Test/Alarm Register

-
—
O
o

mad
-
(-
—r
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COMMAND DEFINITIONS
Start Encrypt Block Command

This command causes the MYK-78 to repetitively encrypt
plain text data words. When the command is received,
the first byte of the first data word is supplied on the data
bus by the CP. The number of bytes comprising the word
is based on the operating mode selected by mode bits
1, 2 and 3 in the Configuration register. The MYK-78
reads the appropriate number of bytes, processes the
data, and then waits for a READ CUTPUT command
from the CP. When the command is received, the MYK-
/8 places the approprate number of cipher text data
bytes on the data bus, one at a time until the entire word
s read out. The MYK-78 then returns to IDLE and waits
for the next command.

Write IV Command

When configuration register bit 5 (ARM WRITE V) is set
high, the WRITE IV command causes the MYK-78 to

load the [V data word. After the last byte is loaded, the
MYK-78 returns to the idle state. [f the MYK-78 is in the
idle state, the bit 5 of the configuration register must be
set high using the WRITE CONFIGURATION REGIS-
TER command before issuing the WRITE IV cormmand.

Write Configuration Register Command

This Is the second command that must be received
during initialization. This command is used to load one
byte of data which determines the DES mode of opera-

tion (see the CONFIGURATION REGISTER section
above). This command can only be used 1o select the

DES mode during iniiattzation.

Read Status Register Command

This command causes the MYK-78 to placa the contents
of the Status register on the data bus.

Start Decrypt Biock Command

This command causes the MYK-78 to repetitively decrypt
cipher text data words. When the command is received,
the first byte of the first data word is supplied on the data
bus by the CP. The number of bytes comprising the word

is based on the operating mode selected by mode bits
2, 3 and 4 in the Configuration register. The MYK-78

reads the appropriate number of bytes, processes the
data, and then waits for a READ QUTPUT command

from the CP. When the command is received, the MYK-
/8 places the appropriate number of plain text data bytes
on the data bus, one at a time untii the entire word is read

out. The CP then places the first byte of the next data
werd on the data bus and the cycle repeats until a

TERMINATE ENCRYPT/DECRYPT PROCESS com-
mand or other tegitimate command is received.

Head Qutput Command

This command is used to read out result data from the
MYK-78 following the condusion of an ENCRYPT DATA
BLOCK, DECRYPT DATA BLOCK, WRITE CV or GEN-
ERATE 1V command.
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Save Current State Command

This command causes the MYK-78 to save all of the data
defining its operational state (eight 8-bit bytes). When the
command is received, the MYK-78 piaces the each byle
on tha data bus, one at a time until all bytes have been
read out.

Write CV Command

When configuration register bit 6 (ARM CV LOAD) is set
high, the WRITE CV command causes the MYK-/8 to
load and store the CV word (10 bytes) and the corre-

sponding check word {three bytes). After the last byte
has been loaded, the MYK-78 begins the CV lest {see
the CV TEST section below). If the MYK-78 is in the idle
state, the bit 8 of the configuration register must be set
high using the WRITE CONFIGURATION REGISTER
command before issuing the WRITE CV command.

Generate IV Command

This command causes the MYK-78 to generate an eight-
byte IV word. On completion, the MYK-/78 waits for a

READ OUTPUT command from the CP. When the com-

mand is received, the MYK-78 places the each byle on

the data bus, one at a time untii all bytes have been read
out. After the last byte is read out, the MYK-78 retums to

the idle state.

Aead Test/Alarm Register Command

This command causes the MYK-78 to place the contents

of the Test/Alarm register on the data bus. After the CP
reads the byte, the MYK-78 returns to the idle state.

Reset

This command causes the MYK-78 to reset and begin
the initialization process. This command has the same
effect as setling MR low and then high.

Terminate Encrypt/Decrypt Process
Command

This command causes the MYK-7/8 to teminate an
encrypt or decrypt precess. The command is ignored if

no encrypt or decrypt process is under way.

Restare Saved State Command

This command causes the MYK-78 to load the state
space of the MYK-78 directly and piace the device in a
known state. it is assumed that the CP has previously
uploaded the state data (8 bytes) using the SAVE CUR-
RENT STATE command.

Write Random Seed Comimand

This must be the first command issued during the inidali-
zaticn sequence {power up ar reset) and is used only
ance. This command is ignored thereafter. This com-
mand causes the MYK-78 to kad and store the eight-
byte random seed value. After the last byte has been
loaded, the MYK-78 waits for a WRITE CONFIGURA-
TION REGISTER command, a READ STATUS com-
mand or a READ TEST/ALARM REGISTER coemmand.
An error will be generated if any other command is issued
by the CP. If a READ STATUS or READ TEST/ALARM

command is issued, the MYK-78 supplies the required
data and then continues to wait for a WRITE CONFIGU-
RATION REGISTER command.

Write Test/Alarm Register Command

This command causes the MYK-78 to load one data byte
into the Test/Alarm register. After the byte is loaded, the
command must be repeated. The MYK-78 then per-
forms the test or tests specified in bits 2 and 3 of the
Test/Alarm register. The results are indicated in bits 6
and 7 of the Test/Alarm register.

COMMAND AND DATA
TRANSFERS

Commands on the command bus {Co-Ca} are clocked in
on the falling edge of STB {see Figure 6). If the command
involves writing data, the data on Do-D7 are strobed in
on rising edges of STB. Depending on the command, the
required number of data bytes are strobed. When the
required number of bytes have been strobed, the IBE flag
goes low. The command bits must be held at the correct
value for the number of bytes strobed. After the last byte
is strobed in, the specified process starts (if any).

During the specified process, the BUSY flag goes high.
When the BUSY flag goes low, the process is complete.

if the command involves reading data, the OBF flag goes
high. The CP then uses STB to strobe the data out. When
the last byte has been strobed out, the OBF flag goes
low.

CV TEST

A CV test is always performed after a WRITE CV com-
mand is received and the CV data is loaded.

When this commang is received, the CV pius the CV
check word are loaded and stored. Then, the MYK-78
generates a new CV check word that is a function of the
stored CV, a known |V and the selected algorithm. This

new check word is compared to the stored CV check

word. If the two check words do not match, bit 7 of the
Status register (ERROR) and bit 6 of the Test/Alarm

register (CV ERROR}) are set high. These error flags are
cleared when another WRITE CV command is received.

PIN DESCRIPTIONS

The MYK-78 is packaged in a 28-pin Plastic Leaded
Ceramic Chip Carrier (PLCC). Refer to Appendix A for
physical dimensions. The following list describes the

signal on each pin.

COMMAND, DATA AND DATA
TRANSFER SIGNALS

Co-Cs

These command bus bits encode the commands issued
to the MYK-78 from the CP. They are latched on falling
edge of STB (see Figure 6).
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Figure 6. Command and Data Transfer Timing
Do-D7

These bi-directional data bus bits are used to transfer
commands, status, 1V data, [V checkword data, CV data,
CV check word data, plain text data and cipher text data.
During a write operation, data are latched into the MY K-
78 input buffer on the rising edge of STB (see Figure 6).
During a read operation, data are placed onto the data
bus from the MYK-78 output buffer on the rising edge of
STB {see Figure 6).

STB

The falling edge of this input latiches command bus bits
Co-C3 into the MYK-78 command buffer. During a write
operation, the falling and rising edges of this signal latch
the data present on the data bus {Do-D7) into the MYK-78
input buffer. During a read operation, the rising edge of
this signal clocks data from the MYK-78 output bufter
onto the data bus.

IBE

This output indicates the status ot the MYK-78 data Input
buffar. A low indicates that the buffer is {ull and a high
indicates that the buffer is empty,

OBF

This cutput indicates the status of the MYK-/8 output
buffer. A low indicates that the buffer is empty and a high
indicates that the buffer is full.

CONTROL AND STATUS SIGNALS
cs

Setting this input low enables the MYK-78 10 access the

command bus {Co-Ca). Setting this input high causes the
MYK-78 to set its command bus inputs t© high imped-

ance (lri-state).
MR

Setting this input low causes the MYK-78 to reset all
registers and storage elements, to tri-state the data bus
(Dc-D7) and to enter a quiescent, non-processing state.
When the MR input goes high, the MYK-78 enters the
initialization state and begins its BIST.

BUSY

This output goes high when the MYK-78 is elther progc-
essing data, conductng test or during the period when
data is being read. This output is low at all other times.

113
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STPASS

This output goes high after a BIST or other seif test
nasses. This bit goes low immediately after a power up
or reset {before and during BIST) or upon receipt of a
WRITE CV command. See Figure 7.

ERROR

This output goes high after a BIST or other self test fails
or when an iflegal command is received. If an error
occurred as a result of a test, this bit goes low immedi-
ately after a power up or reset (before and durning BiST)
or upon receipt of a WRITE CV command. [t an error
occurred as a result of an illegal command, this bit goes
low when the correct command is received. See Figures

7/ and 8.
HqRS

This output is low immediately after power up or reset
and during BIST. If BIST passes, this bit goes high to

indicate that the next command issued by the CP must
be a WRITE RANDOM SEED command {see Figure 7).
When this command is received, the RGRS output goes
low.

HIGH SPEED CLOCK (HSC)

High Speed Clock is a Schmitt trigger input/output with
a minimum mpedance of 250 ohms and maximum of 1
K ohm. A delay oscillator within the device is turned on
by two means: an intemal gate signal or an external clock
input that over-drives the feedback node. The delay
oscillator is active only during the encryption, decryption,
|V generation, seif-test, and check word tests. When the
oscillator is off, the HSC output is internally set to Vpo.
The center frequency of the intemat oscillator is 15 MHz.
The HSC pin can also be driven from an external source.

POWER ON SELF TEST - PASS

ERROA WILL GO HIGH
DURING THIS TIME

" sn'ee’s s YTIVHWEY

F_"‘\—

POWER ON SELF TEST - FAIL

Figure 7. Power Up Self Test Timing

e
C0-C3 DONT CARE J{  WRITE CONTROL WORD X
STB \ /

LOAD COMMAND __o
WORD

tRROR

L Y . L

10 N§ — 9 | ~=—

Figure 8. Command Error Timing

POWER AND GROUND
Voo {Two Pins)

+5 Vdc input with a £10% tolerance.,
Vss (Two Pins)

Negative power pins.

Vep1 and Vppz

The MYK-78 requires two high volitage programming
pins to program the internal non-volatie memory ele-
ments. These pins are open after programming.
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Figure 9. AC Characteristics

AC CHARACTERISTICS (TA=010 70 °C, Vpp = 5V 5%, Vss = OV)

Symboi Parameter Limits Units
Min. Max.
TaD Control bus stable and chip select low to data valid 40 ns
TAH Control bus hold after rising edge of STB -8 ns
ToF Rising edge of STB to data invalid 30 ns
Tar STB pulse width {read) 96 ns
Taw Control bus stable before falling edge of STB 10 ns
Twp Data valid after Control bus changes to a write command 10 ns
Tow Data valid before rising edge of STB 86 ns
ToH Data hold after rising edge of STB 10 ns
Tww STB pulse width (write) 130 ns
Tow Chip select stable before falling edge of STB 10 ns
Tsp Chip select to output = high impedance 24 ns
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DC CHARACTERISTICS (TA=01to 70 °C, Vpp =5V £5%, Vss = OV)

Test Limits .
Symbol Parameter Conditions Units
Min. Max.
ILH Inputfeakage current high Vin = VDD 10 pA
ILIL Input leakage currentiow Vin =0V -1G pA
LR g:rg])ut leakage currenton RESET Vi = OV 100 LA
[LoH Output leakage current high Vout = VoD 10 pHA
lLoL Qutput leakage current low Vout =0V -10 LA
Vi Input voltage high 2.0 Vpp+0.3 V
ViL input voltage low 0.5 0.8 vV
VOR Output voltage high loH = -400 pA 2.4 Vv
VoL Output voltage low loL = 2.0 mA 0.4 V
Supply current average operating | H5C freq. =15 MHz 10 mA
Supply current peak operating HSC treq. = 15 MRz 35 mA
Supply current standby CS high 10 MmA
CAPACITANCE (Ta = 25 °C, VpD = 5V 5%, Vss = 0V)
Test Limits
Symbol Parameter o Units
Conditions Min. Max.
Cin lnput capacitance Unmeasured pins 7 pF
Cout /O capacitance Returmed o Vss 10 pF
RECOMMENDED OPERATING CONDITIONS
DC Supply Voltage +4V to +6V
, Commercial O0to70°C
Operating Temperature Range
Industriat 40 to +85°C
ABSOLUTE MAXIMUM RATINGS
Power Supply Voltage (Vpp) 0.5t +7.0V
1 Watt

Power Dissipation (PDmax)

Operating Temperature (TopT)

See operating temperature ranges

Storage Temperalure

-65 to +150 °C

———— -

functional operation of the device at these or any other conditions beyond those indicated in the cperational sections
of this specification is not implied. Exposure to maximum rating conditions for extended periods may affect device

caa e

reliabiity,
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VLSI ENCRYPTION/DECRYPTION DEVICES

PLASTIC LEADED CHIP CARRIER
(PLCC)

048 (1.219)

] —-— DETAIL “A”
042 (1.067)
l—-—— 534-—[ ‘ gt |e—— C
+ 2 s O O e O O L O i
i - 'j j! 008 RAD
= D N /" {0.203)
B ] A
. 075 {1,805 005 (0.127)
D D3 [ ] D1 vfax ; AFTER
R + LEAD FINISH
= 4 .
L 035 RAD
. B (0.889)
! L 020 {0.508)
! T O A
_— ——
044
et Ef PIN 1 INDEX MARK {(1.117)
MAY VARY IN SIZE
AND LOCATION
- & ~ DETAIL “B”

SEZ DETAIL 8- — ‘ ' B2
* _,.--"‘"- == '
4 TYP f«\ / 049 (1.244) 1 032 {0.812)

il
{ f

: ]
o Tl INIE
RASE UNE
/1 N
SEATING —w{  |e— o1 BASE PLANE
PLANE
SEE DETAIL “A® J -——
sl D22 ==
Theta JA (5) (°C/Watt) 45
VLS! Doc. No. - 25-60001
Symbol A A1 B B2 C D D1 D2 D3
MIN 165 080 013 026 008 485 450 390 2300
Dimension (4.18) | (2.29) | (330) | {660) | (203} | (12.32) | (11.43) | (9.91) 7 62)
in {mm) max | 180 120 021 032 010 495 495 430 Ref
(457) | (3.05) | (553) | (813) | (254) | (12.57) | (11.58) | {10.92)
Symbol E E1 E2 E3 et N ND NE
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M
Dimension | N | (12.32) | (1149) | (0.91) Son | o | 2 , ,
in (mm) MAY | 495 | 456 430 Ref Typ
(12.57) | (11,58} § {10.92)

A-1



